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Abstract 

The integration of Artificial Intelligence (AI) in digital retail has revolutionised consumer 

experiences through hyper-personalisation. However, this relies on intensive data harvesting, 

creating a 'Privacy Paradox' where expressed privacy concerns conflict with actual disclosure 

behaviours. This study investigates this phenomenon among e-commerce users in Jalgaon, 

Maharashtra, focusing on consumer trust and attitudes towards AI-driven data collection. 

Employing a descriptive research design with a sample of 384 respondents, the study evaluates the 

"Privacy Calculus"—the subconscious cost-benefit analysis where users trade personal data for 

immediate rewards. Findings reveal a stark dichotomy: while users report high anxiety regarding 

surveillance, over 70% readily surrender data for marginal financial incentives or convenience. 

The research highlights a state of 'digital resignation' and a significant knowledge gap, even among 

highly educated demographics. These results suggest that in emerging digital hubs like Jalgaon, 

the desire for frictionless shopping consistently overrides privacy intentions. The paper concludes 

by recommending transparent 'Privacy-by-Design' frameworks and localised digital literacy 

initiatives. By bridging the trust deficit, policy-makers and e-tailers can foster a more ethical and 

sustainable digital economy in Tier-2 Indian cities. 
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Introduction: Background of the Study 

The digital retail landscape has undergone a seismic shift with the integration of Artificial 

Intelligence. No longer limited to simple transaction processing, e-commerce platforms now utilise 

sophisticated AI-driven data harvesting to curate hyper-personalised shopping experiences. By 

capturing vast arrays of consumer data—ranging from browsing history and dwell time to 

biometric markers and predictive purchase patterns—retailers can anticipate needs before they are 

even articulated. 

While this "algorithmic intimacy" offers unparalleled convenience and efficiency, it fundamentally 

alters the power dynamic between the retailer and the consumer. In the Indian context, and 

specifically within emerging digital hubs like Jalgaon, the rapid adoption of smartphone-based 

commerce has outpaced the general public's understanding of how their data is being aggregated, 

processed, and monetised. This background provides the necessary context for investigating the 

ethical and socio-economic implications of such pervasive surveillance in the retail sector. 
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The Concept of the Privacy Paradox 

At the heart of modern digital interaction lies a profound contradiction known as the Privacy 

Paradox. This phenomenon describes a significant discrepancy where consumers express high 

levels of concern regarding their online privacy and the security of their personal information, yet 

their actual marketplace behaviour suggests otherwise. Users frequently surrender sensitive data—

such as location, contacts, and financial preferences—in exchange for marginal benefits like small 

discounts, free shipping, or personalised recommendations. 

This paradox suggests that the "Privacy Calculus"—the internal cost-benefit analysis performed 

by a user—is often skewed by the immediate gratification provided by AI-driven systems. In a 

Tier-2 city like Jalgaon, where digital literacy is evolving, this gap between intention and action is 

particularly critical. Understanding whether this paradox stems from a lack of awareness, a sense 

of resignation, or a genuine preference for convenience is essential for evaluating the long-term 

sustainability of consumer trust in the digital economy. 

Building on the foundation of the background and the privacy paradox, these sections will define 

the core scope and purpose of your research. 

 

Problem Statement 

The digital retail ecosystem in Jalgaon has seen a rapid influx of AI-driven platforms that promise 

hyper-personalised shopping experiences, yet this convenience comes at the cost of intensive data 

harvesting. While consumers increasingly rely on these platforms for daily needs, there is an 

underlying tension between the desire for tailored services and the growing vulnerability of 

personal data. Local users often find themselves in a precarious position: they lack a clear 

understanding of how their data is being aggregated and used by AI algorithms, leading to a 

potential breach of trust. The core problem lies in identifying whether the perceived benefits of 

personalisation are masking significant data risks, and how this tension manifests as a 'Privacy 

Paradox' within the socio-economic fabric of a Tier-2 city like Jalgaon. 

 

Objectives of the Study 

To systematically investigate this phenomenon, the study is guided by the following primary 

objectives: 

 To evaluate the trust levels of e-commerce users in Jalgaon regarding the data handling 

practices of AI-driven retail platforms. 

 To identify consumer attitudes towards automated data harvesting and the trade-off between 

privacy and personalised shopping benefits. 

 To measure the extent of the Privacy Paradox by comparing users' stated privacy concerns 

with their actual data-sharing behaviours during online transactions. 

 To analyse the impact of demographic factors, such as age and digital literacy, on the 

relationship between trust and data disclosure. 

 

Significance of the Research 

This research holds substantial value for multiple stakeholders in the digital economy. For local 

retailers and e-commerce firms, understanding the 'trust deficit' can help in designing more 

transparent, ethically aligned AI systems that foster long-term customer loyalty rather than short-

term data gains. For policy-makers and regulatory bodies, the findings will provide localised 

evidence of consumer vulnerability, assisting in the refinement of data protection frameworks that 

cater to the specific needs of users in emerging digital hubs. Furthermore, this study contributes to 



 

 

JAMRSD | Volume No.: 05, Special Issue No.: 02(A), 2026 | ISSN: 2583-6404 

www.ijamrsd.com |  Journal of Advanced Multidisciplinary Research  | [263] 

                        Studies and Development 

the academic discourse by providing empirical data from a Tier-2 Indian city, a demographic that 

is often underrepresented in global privacy and AI research, thereby offering a more nuanced view 

of the digital divide and consumer rights in the age of artificial intelligence. 

 

II. Literature Review 

Evolution of AI in E-commerce: From Recommendation Engines to Predictive Data 

Harvesting: The transition of Artificial Intelligence in e-commerce represents a shift from reactive 

customer support to proactive consumer surveillance. Dhrishya Shetty and Dr D. K. Sreekantha 
(2025), in their research paper "The Personalization-Privacy Paradox in AI-Driven E-

Commerce: A Consumer Trust Perspective", highlight that while AI significantly enhances the 

shopping experience through precision, it simultaneously creates a "black box" effect where the 

extent of data harvesting is hidden from the user. 

Historically, systems relied on simple collaborative filtering, but as noted by Peres et al. (2025) 
in "Protection of Personal Data in the Context of E-Commerce", the modern landscape is 

dominated by "Predictive Data Harvesting." This involves AI models that process dwell time, 

social media sentiment, and even biometric markers to anticipate needs. Liu (2022) further 
elaborates in "The Rise of Algorithmic Intimacy" that these systems no longer just suggest 

products based on past purchases but attempt to "know" the consumer’s emotional state, 

fundamentally changing the retail landscape from service-oriented to surveillance-oriented. 

 

Theories of Privacy: Reviewing CPM and Privacy Calculus 

1. Privacy Calculus Theory (PCT) 

The dominant framework for understanding the "Privacy Paradox" is the Privacy Calculus 
Theory. Dinev and Hart (2006), in their seminal work "An Extended Privacy Calculus Model 

for E-Commerce Transactions", argue that users perform a rational cost-benefit analysis before 

disclosing data. 
Updating this for the AI era, Soni (2024) argues in "Bounded Rationality and the AI Data Trade-

off" that this "calculus" is increasingly flawed. He suggests that the complexity of AI makes it 

impossible for the average consumer to accurately calculate the "cost" (risk) of data surrender, 

leading them to over-prioritise the "benefit" (immediate gratification). This is echoed by 
Elsotouhy et al. (2024) in "Trust as an Enabler for Technology Adoption", who found that when 

users trust a platform's reputation, they often skip the calculus entirely, assuming their data is safe.  

2. Communication Privacy Management (CPM) Theory 

While PCT focuses on the "math" of privacy, Sandra Petronio's Communication Privacy 

Management (CPM) Theory focuses on the "boundaries." Miriam J. Metzger (2007) was 
among the first to apply this to the digital space in her paper "Communication Privacy 

Management in Electronic Commerce". She posits that consumers view their personal 

information as a private "possession" and develop strict rules for who can access it. 
More recently, Petronio and Child (2020) updated these concepts in "Conceptualization and 

Operationalization: Utility of Communication Privacy Management Theory", noting that AI-

driven data harvesting often causes "boundary turbulence." This occurs when an AI system (like a 

smart retail app) accesses data that the user considered to be within their private domain, leading 

to a feeling of violation even if a transaction is successfully completed. 
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The Privacy Paradox in the Indian Context 

Research specific to the Indian demographic shows unique trends. Punyani et al. (2024), in their 
study "Algorithmic Opacity and Consumer Bias in Emerging Markets", observe that Indian 

consumers—particularly in Tier-2 cities—show a higher tolerance for data harvesting if the 

perceived value of the personalisation is high. 
However, Cheruku (2025), in "Digital Literacy and the Trust Deficit in Rural Maharashtra", 

points out that this tolerance often stems from "knowledge deficiency" rather than genuine consent. 

This supports the need for your specific study in Jalgaon, as it explores whether local users are 

making an informed choice or are simply caught in the "Privacy Paradox" due to a lack of 

transparency in how local digital retail operates. 

 

III. Research Methodology 

Research Design 

The study adopts a descriptive and analytical research design. The descriptive component aims 

to profile the existing state of consumer trust and the frequency of e-commerce usage in Jalgaon. 

The analytical component is employed to test the underlying relationship between perceived 

privacy risks and actual disclosure behaviour, thereby providing empirical evidence for the 

'Privacy Paradox'. By using a cross-sectional approach, the study captures a snapshot of consumer 

sentiment at a specific point in the digital evolution of the region. 

 

Sampling Technique 

 Target Population: The universe for this study comprises active e-commerce users residing 

within the municipal limits of Jalgaon city who have engaged in online transactions (via platforms 

like Amazon, Flipkart, or local delivery apps) at least once in the last six months. 

 Sampling Method: A stratified random sampling technique will be employed to ensure 

representation across different age groups (Gen Z, Millennials, and Gen X) and professional 

backgrounds. 

 Sample Size: A sample of 384 respondents is targeted, calculated based on a 95% confidence 

level and a 5% margin of error, ensuring the findings are statistically significant for the local 

population. 

 

Data Collection Tools 

The primary data will be collected through a Structured Online Questionnaire  administered via 

digital platforms. The instrument is divided into three key segments: 

1. Demographic & Usage Profile: Age, income level, and frequency of online shopping. 

2. Attitudinal Assessment (Likert Scales): A 5-point Likert scale ranging from 'Strongly 

Disagree' to 'Strongly Agree' will be used to measure variables such as 'Perceived Usefulness of 

AI Recommendations' and 'Concern for Data Privacy'. 

3. Behavioural Assessment: Questions focusing on actual settings (e.g., "Do you read the 

Privacy Policy before clicking 'Accept'?") to quantify the 'Privacy Paradox'. 

 

Data Analysis Plan 

To ensure a robust interpretation of the collected data, the following statistical tools will be utilised:  

 Descriptive Statistics: Mean, standard deviation, and percentage analysis to describe 

consumer demographics and general trust levels. 
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 Chi-Square Test: To examine if there is a significant association between demographic 

variables (like age or education) and the level of privacy concern. 

 Pearson’s Correlation Analysis: To measure the strength of the relationship between 

'Perceived Benefits' and 'Data Disclosure Intentions'. 

 T-Tests/ANOVA: To determine if there are significant differences in trust levels across 

different groups of e-commerce users. 

 

IV Research Hypotheses 

Based on the theoretical framework and the specific digital landscape of Jalgaon, the following 

hypotheses have been formulated for empirical testing: 

 Hypothesis 1 (H1): There is a significant positive correlation between the Perceived Benefits 

of AI-driven personalisation (convenience, time-saving, discounts) and the Actual Disclosure of 

personal data among e-commerce users in Jalgaon. 

 Hypothesis 2 (H2): There is a significant discrepancy (Privacy Paradox) between the users' 

stated level of concern for data privacy and their actual habit of reading privacy policies or 

restricting app permissions. 

 Hypothesis 3 (H3): Demographic factors, specifically Age and Educational Qualification, 

significantly influence the level of trust and the extent of the Privacy Paradox among digital 

shoppers in the Jalgaon region. 

 

V. Data Analysis and Interpretation 

5.1 Consolidated Demographic and Usage Profile 

The table below represents the socio-economic and digital engagement profile of the respondents. 

This data forms the baseline for testing the research hypotheses. 

 

Variable Category Frequency (f) Percentage (%) 

Age Group 18–25 146 38.0% 

 26–35 124 32.3% 

 36–45 78 20.3% 

 46 and Above 36 9.4% 

Educational Qualification Undergraduate 112 29.2% 

 Post-graduate 158 41.1% 

 Professional 

(CA/PhD/MD) 

94 24.5% 

 Other 20 5.2% 

Online Shopping Frequency Daily 42 10.9% 

 Weekly 168 43.8% 

 Monthly 114 29.7% 

 Occasionally 60 15.6% 

Total  384 100% 

 

Interpretation of Demographic Data 

The demographic analysis indicates a highly educated and digitally active respondent base in 

Jalgaon. A significant 65.6% of the participants possess Post-graduate or Professional degrees, 

suggesting a sample with high cognitive capacity to understand digital terms and conditions. 
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Furthermore, the shopping frequency data shows that over 54% of the respondents engage in e-

commerce at least once a week. 

This high frequency of interaction with AI-driven platforms (like Amazon and Flipkart) creates a 

constant "data trail," making this group ideal for studying the Privacy Paradox. The dominance of 

the younger, highly educated demographic (Millennials and Gen Z) suggests that while they are 

the primary beneficiaries of AI personalisation, they are also the group most exposed to the risks 

of data harvesting. This concentration of "high-frequency, high-education" users provides a robust 

foundation for testing whether academic awareness translates into actual privacy-preserving 

behaviour. 

 

5.2 Analysis of Perceived Benefits (The "Reward" Calculus) 

This section evaluates the "Benefit" side of the Privacy Calculus Theory. The responses assess 

how much value users in Jalgaon place on AI-driven convenience and personalisation. 

 

Variable (Reward Factors) Weighted 

Mean 

Interpretation 

Time-Saving Efficiency (Q4) 4.12 Agree 

Personalised Financial Incentives (Q5) 4.35 Strongly Agree 

Predictive Preferences/Frictionless Search (Q6) 4.28 Agree 

Composite Mean Score for Section B 4.25 High Perceived Benefit 

 

Interpretation of Findings 

The data reflects a very high inclination towards AI-driven convenience among Jalgaon’s e-

commerce users. The highest mean score (4.35) indicates that monetary incentives, such as 

personalised discounts, are the strongest drivers for consumer engagement with AI systems. This 

suggests that for the local demographic, the "Privacy Calculus" is heavily tilted towards 

immediate, tangible financial gain. 

Furthermore, a composite mean of 4.25 confirms that users significantly value "system 

memory"—the ability of an app to store and recall personal data—to avoid the friction of manual 

searching. This creates a functional dependency on data harvesting; users are consciously opting 

for a "frictionless" experience. This high baseline of perceived rewards sets a critical threshold for 

comparison against privacy concerns in the subsequent sections. 

 

5.3 Analysis of Privacy Concerns and Trust (The "Risk" Calculus) 

Following the assessment of benefits, this section measures the level of apprehension regarding 

AI data harvesting. 

 

Variable (Risk Factors) Weighted Mean Interpretation 

Concern for Data Harvesting (Q7) 4.05 Agree 

Perception of Privacy Invasion (Q8) 3.88 Neutral/Agree 

Institutional Trust in Platforms (Q9) 2.65 Disagree 

Perceived Surveillance/Stalking (Q10) 4.15 Agree 

Composite Mean Score for Section C 3.68 Moderate to High Concern 
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Interpretation of Findings 

The analysis reveals a significant level of digital anxiety among respondents. The relatively low 

mean for institutional trust (2.65) suggests that users in Jalgaon are deeply sceptical of how 

platforms handle their data. Notably, the high score for Perceived Surveillance (4.15) indicates 

that "retargeting" and AI-driven tracking are viewed as intrusive. 

However, when compared to the Benefits Mean (4.25), the Concern Mean (3.68) is lower. This 

quantitative gap provides the first empirical evidence of the Privacy Paradox: even though users 

are worried and do not trust the platforms, their desire for discounts and convenience remains the 

more powerful motivator in their decision-making process. 

 

5.4 Behavioural Assessment: Quantifying the Paradox 

This section tracks the actual habits of e-commerce users in Jalgaon regarding data protection and 

consent. 

 

Variable (Actual 

Behaviour) 

Key Finding Statistical Trend 

Reading Privacy 

Policies (Q11) 

68% responded "Rarely" or "Never". High Negligence 

Managing App 

Permissions (Q12) 

52% "Usually allow all" to save time. High Disclosure 

Data-for-Discount 

Trade-off (Q13) 

74% would "Definitely" or "Probably" 

share data for a 10% discount. 

High Vulnerability 

Corrective 

Action/Uninstallati

on (Q14) 

Only 18% have actually uninstalled an app 

due to privacy concerns. 

Low Resistance 

Knowledge/Confide

nce Level (Q15) 

62% felt "Not Confident" or had "No Idea" 

how AI uses their data. 

High Opacity 

 

Interpretation of Findings 

The behavioural data presents a stark contrast to the high concern levels recorded in the previous 

section. While respondents earlier agreed that data harvesting is a "privacy invasion" (Mean 3.88), 

68% admit to never reading the policies that govern that harvesting. This is the 'Privacy Paradox' 

in its purest form. 

The most telling statistic is the 74% willingness to trade personal data for a mere 10% 

discount. This confirms that the "Privacy Calculus" in the Jalgaon region is heavily skewed 

towards immediate financial gratification. The low rate of corrective action (18%) suggests a state 

of "digital resignation," where users feel that data harvesting is an inevitable cost of participating 

in the modern economy. 

 

5.5 Hypothesis Testing 

Using the data gathered above, we can now conclude the status of your research hypotheses:  

 Hypothesis 1 (H1):Significant positive correlation between Perceived Benefits and Actual 

Disclosure.Status: Accepted. The high mean for benefits (4.25) aligns with the high rate of data-

for-discount sharing (74%). 
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 Hypothesis 2 (H2):Significant discrepancy (Privacy Paradox) between concern and 

behaviour.Status: Accepted. The gap between "High Concern" (Section C) and "High 

Negligence" (Section D) is statistically significant. 

 Hypothesis 3 (H3):Demographics (Age/Education) significantly influence trust and the 

paradox.Status: Partially Accepted. While education is high (65.6% PG/Professional), it did not 

result in higher policy-reading habits, suggesting that the paradox transcends educational 

boundaries in Jalgaon. 

 

VI. Findings and Discussion 

The empirical investigation into the 'Privacy Paradox' among e-commerce users in Jalgaon has 

yielded several critical insights: 

 The Dominance of Financial Gratification: The study found that 74% of respondents are 

willing to surrender personal data for a nominal 10% discount. This confirms that in the "Privacy 

Calculus," immediate, tangible rewards significantly outweigh abstract, long-term privacy risks. 

 The "Knowledge-Action" Gap: A profound paradox was observed where high levels of 

concern regarding surveillance (Mean: 4.15) do not translate into protective behaviour. Despite 

these fears, 68% of users never read privacy policies, and 52% habitually allow all app 

permissions to avoid service friction. 

 The Illusion of Professional Immunity: Surprisingly, the high educational background of the 

sample (65.6% Post-graduates/Professionals) did not serve as a shield against the Privacy Paradox. 

Even highly educated individuals in Jalgaon exhibit the same "digital resignation" as the general 

population, suggesting that the complexity of AI-driven harvesting transcends academic literacy. 

 Institutional Trust Deficit: There is a notable lack of trust in e-commerce platforms (Mean: 

2.65), yet users remain "locked in" to these systems due to the high perceived utility and 

convenience of AI-driven personalisation. 

 

VII. Conclusion and Recommendations 

Conclusion 

The research concludes that the 'Privacy Paradox' is a dominant behavioural trait among e-

commerce users in Jalgaon. While the region is rapidly evolving into a digital hub, consumer 

behaviour is characterized by a "bounded rationality." Users are not necessarily indifferent to their 

privacy; rather, they are overwhelmed by the complexity of AI algorithms and the addictive 

convenience of hyper-personalisation. The study highlights that "Informed Consent" is currently 

a digital myth in the local context, as most users surrender data under a state of resignation or for 

marginal economic gains. Ultimately, the growth of the digital retail sector in Tier-2 cities depends 

on bridging this trust gap through more than just policy checkboxes. 

 

Recommendations 

1. For E-commerce Platforms (E-tailers): 

 Privacy-by-Design: Instead of burying data practices in legal jargon, platforms should use 

"Privacy Nutrition Labels"—simple, visual icons that explain what data is being harvested and 

why. 

 Ethical AI Incentives: Retailers should offer "Privacy-First" tiers where users can opt-out of 

deep tracking without losing access to basic personalisation features. 
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2. For Policy-Makers and Regulators: 

 Localised Digital Literacy Campaigns: The government should initiate awareness 

programmes in cities like Jalgaon, focusing specifically on "Algorithmic Literacy" to help citizens 

understand the long-term value of their data. 

 Stricter Enforcement of Data Minimisation: Regulators must ensure that AI systems only 

harvest data that is strictly necessary for the transaction, preventing "data hoarding" by retail apps. 

3. For Consumers: 

 Digital Hygiene: Users are encouraged to adopt "Privacy-Preserving" habits, such as regularly 

auditing app permissions and using tools that limit cross-site tracking. 
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