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Abstract

This paper presents introduction, advantages and disadvantages, possible applications and
research challenges of Wireless Sensor Networks (WSN). A wireless network is such a computer
network that utilizes wireless data associations with plug network hubs. Wireless networks are
computer networks who are not associated by links paying little heed to the sort. The utilization
of a wireless network empowers undertakings to forestall the exorbitant methods for bringing
links into structures or as an association between various gear areas. The foundation of wireless
frameworks is radio waves, an implementation that happens at the actual more significant level
of network structure.
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I. INTRODUCTION TO WIRELESS NETWORKS

A wireless network is any computer network that connects network nodes using wireless data
connections. Wireless networks, regardless of their kind, are computer networks that are not
linked by cables. The usage of a wireless network allows businesses to avoid the expensive
process of inserting wires into offices or connecting various positions of equipment. Radio waves
are the backbone of wireless networks, and they are applied at the physical higher stage of
network structure.

Wireless systems vary in a variety of areas, the most prominent of which being the amount of
bandwidth they offer and the gap between communicating nodes. Such significant distinctions
include which electromagnetic spectrums they use (including whether or not this requires a
license) and how much electricity they use (very important to mobile nodes). We'll look at four
common wireless innovations in this section: Bluetooth (802.15.1), Wi-Fi (more formally
defined as 802.11), Wi-MAX (802.16), and third-generation or 3G cellular wireless. We'll go
into them in order from shortest to longest range in the parts that follow. Table 2.1 provides an
overview of these technologies as well as how they interact [1].

Most of the most often used wireless connections nowadays is asymmetric, which means that
both endpoints are normally nodes. As seen in Figure 1, one endpoint, often referred to as the
base-station, has little mobility but has a wired (or at most high bandwidth) connection to the
internet or other networks. Since a ‘client node’ will also be mobile and uses its access to the
base station for communicating with other nodes [2,] the node on the opposite end of the link is
seen.

Il. TYPES OF WIRELESS NETWORKS
Basically, there are five types of wireless networks:
1. Wireless PAN

2. Wireless LAN

3. Wireless MAN

4. Wireless WAN
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5. Global Area Network [1]

I11. AD-HOC NETWORKS

An ad hoc network is one that is made up of independent computers that communicate with one
another directly. Since networks sometimes circumvent gatekeeping hardware or a central access
point, such as a router, the concept of implies random or impromptu development. Many random
networks are neighbourhood networks in which machines or other items may transfer data to one
another instead of interacting through a centralized access point [3].

Ad-hoc networks are multi-hop wireless networks that don't need the services of a conventional
backbone system to run. Although such networks have apparent military and disaster relief uses,
more recent research that has inspired their usage in standard wireless packet data networks has
expanded their importance. The key goal of this paper should be to investigate how well the TCP
transport layer protocol performs in ad-hoc networks [4].

Finish consumers are typically unfamiliar with the idea of an ad hoc network since they have
already used tiny residential or company networks that utilize a common router to transmit
wireless signals to individual computers. “The ad hoc network, on the other hand, would be
widely utilized in modern types of wireless engineering, despite being a somewhat esoteric
concept until recently.”” A mobile random network, for example, is a network on which mobile
devices communicate directly with one another. The vehicular random network is a particular
form of random network that includes putting communication devices in vehicles. Both of these
are instances of ad hoc networks, which are built to enable a large number of separate individual
devices to openly interact with each other without the use of a top-down or hierarchical
coordination system [3].

IV. AD-HOC NETWORKS CHARACTERISTICS

e Mobility: The fact that nodes can be easily repositioned and/or relocated may be random
networks' raison d'étre. Rapid deployment in places lacking resources also necessitates gamers
investigating a site and likely creating teams/swarms, who then organize among themselves to
shape a taskforce or project. You may provide human random mobility, collective mobility, or a
combination of the two motion through pre-determined pathways, etc. The mobility model can
have a huge impact on routing scheme selection and hence efficiency.

e Multihopping: A multihop network is one on which the route from source to destination
travels across several nodes. Multiple hops are popular in random nets for obstacle avoidance,
spectrum reuse, and conservation. To avoid capture by the enemy, battlefield clandestine
operations favor a series of quick hops.

e Self-organization: the ad hoc network must make its own choices addressing, filtering,
clustering, location recognition, power management, and other configuration parameters Special
nodes (for example, mobile backbone nodes) will also organize their motion and dynamically
disperse from a geographic region to provide coverage for isolated islands.

e Energy conservation: Most ad hoc nodes (e.g., computers, PDAS, sensors, and so on) have
a small power source and no way to produce their own power (e.g., solar power systems). For the
mission's survival, high-efficiency protocol architecture (e.g., MAC, filtering, resource
discovery, etc.) is critical.

e Scalability: The random network will scale up to a thousand nodes in certain
implementations (e.g., broad environmental sensor fabrics, frontline installations, metropolitan
vehicle grids, and so on). Scalability is managed by a hierarchical system of cellular
‘infrastructure’ networks. [three].
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V. VEHICULAR AD-HOC NETWORKS

VANETS (Vehicular Ad Hoc Networks) emerged from the need to accommodate the increasing
number of wireless products that can be conveniently utilized in automobiles. External keyless
entry systems, personal digital assistants (PDAs), computers, and cell phones are among these
products. The need for Vehicle-to-Vehicle (V2V), Vehicle-to-Roadside (VRC), and Vehicle-to-
Infrastructure (V21) connectivity will continue to rise as handheld wireless devices and networks
become more prevalent. VANETs may be used for a variety of safety and non-safety purposes,
including driver defense, automatic toll paying, traffic control, improved navigation, location-
based services such as finding the nearest petrol station, hotel, or travel lodge, and infotainment
applications such as having connectivity to the internet [6].

VI. FIXED WIRELESS NETWORKS

Fixed wireless relates to the usage of wireless equipment or networks to attach two fixed
positions (for example, a building to a building or a tower to a tower) through a radio or other
wireless connection, such as a laser bridge. Fixed wireless is sometimes used as part of a wireless
LAN infrastructure. A narrow wireless link's goal will be to allow data transmission between two
locations or buildings. Fixed wireless data (FWD) connections are also a more cost-effective
option than leasing fiber or running cables through the houses.

Fixed wireless does not need satellite feeds or local phone coverage since signal communications
exist in the air through the terrestrial microwave network rather than over copper or optical fiber.
Fixed wireless offers many advantages, including the potential to communicate with consumers
in distant locations without the need for new wires, as well as the opportunity for wide
bandwidth that is not restricted by fiber or cable capacities. Fixed wireless networks are normally
operated by the public-service corporation's mains, as opposed to handheld or portable wireless
devices, which are typically powered by batteries.

VII. WIRELESS SENSOR NETWORKS

A Wireless Sensor Network (WSN) is made up of hundreds of lightweight, low-cost nodes with
memory, electricity, and processing power limitations. Several issues arise when learning each
node in this type of network. Recent advancements in wireless connectivity and electronics have
paved the way for the widespread use of low-cost, low-power, multi-functional sensors that are
compact in size and interact over short distances. Cheap, smart sensors, networked through
wireless links and widely distributed, provide unparalleled opportunities for tracking and
managing residences, communities, and the climate. Furthermore, networked sensors are used in
a large variety of security systems, resulting in modern capabilities for reconnaissance and
monitoring as well as numerous military applications. The capacity of wireless sensor networks
to self-locate may be a highly attractive attribute. The measurement results in environmental
control applications such as bush fire surveillance, water quality monitoring, and precision
agriculture are useless without awareness of the area from which the data is collected.
Furthermore, position estimation can help with resource control, transportation, intruder
detection, road traffic tracking, health monitoring, reconnaissance, and surveillance.

Wide-scale wireless sensor networks utilizing a large number of low-cost and low-power sensors
have already been created, thanks to advancements in miniaturization and convergence of
sensing and communication technologies. Thousands of small, battery-powered sensor nodes are
spread across a physical region in a wireless sensor network. Each sensor in the sensor network
collects data, such as vibration, temperature, and radiation, as well as other environmental
variables [5].
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A wireless sensor network (WSN) is made up of dozens to hundreds of low-power multi-
functional sensor nodes that run in an unattended setting and can detect, compute, and interact. A
sensor unit, an ADC (Analog to Digital Converter), a Processor (Central Processing Unit), an
electrical unit, and a contact unit are unquestionably the most important components of a node.
Sensor nodes are micro-electro-mechanical systems (MEMS) that react to a general shift in
fitness, such as temperature or pressure, with an observable response. Sensor nodes gather or
quantify physical data in the controlled region. An analog-to-digital conversion converts the
continuous analog signal detected by the sensors and sends it to controllers for further
processing. Sensor nodes are lightweight, consume very little energy, work in large volumetric
densities, and will be self-contained and sensitive to their surroundings.

In dangerous or distant areas, or if a large number of sensor nodes must be installed, wireless
sensor networks are especially appealing. Where there is confusion regarding any placement, the
localization issue is significant.

If the sensor network is used to monitor the temperature within a house, we can be able to
determine the precise location of each node. However, if the sensor network is being used to
track the temperature in a remote forest, nodes may be distributed from an aircraft, and the exact
position of each sensor could be uncertain. To compute each of the locations, an efficient
localization algorithm could use all of the disposable knowledge supplied by the motes [8].

The key characteristic of any Wireless Sensor Network includes:

Power consumption constraints for nodes using batteries or energy harvesting

Chance to cope with node failures (resilience)

Mobility of nodes

Heterogeneity of nodes

Scalability to large scale of deployment

Capability to withstand harsh environmental conditions

Simplicity of use

Cross layer design [8]

NGO~ wWwdE

VIIl. ADVANTAGES AND DISADVANTAGES OF WSN

Why people love wireless sensor networks might be summarized as the following [9]:
1. Network setups can be carried out without fixed infrastructure.

2. Suitable for the non-reachable places such as over the sea, mountains, rural areas or deep
forests.

Flexible if there is random situation when additional workstation is needed.
Implementation pricing is cheap.

It avoids plenty of wiring.

It might accommodate new devices at any time.

It's flexible to undergo physical partitions.

It can be accessed by using a centralized monitor.

NG~ W

The disadvantages of wireless sensor networks can be summarized as follows [9]:

1. Less secure because hackers can enter the access point and obtain all the information.

2. Lower speed as compared to a wired network.

3. More complicated to configure compared to a wired network.

4. Easily troubled by surroundings (walls, microwave, large distances due to signal attenuation,
etc)

5. [Itis easy for hackers to hack it we couldn’t control propagation of waves.
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6. Comparatively low speed of communication.
7. Gets distracted by various elements like Blue-tooth.
8. Still Costly (most importantly).

IX. APPLICATIONS OF WIRELESS SENSOR NETWORKS

The major uses for WSNs are in the field of surveillance, reporting, and some degree of control.
Many different wireless sensor networks (WSNs) are used mostly for wildlife monitoring, target
tracking, nuclear reactor management, fire detection, and traffic surveillance. They are also used
in regional security, where a WSN is placed in position where a potential issue might arise. This
means, for example, sensors could be spread widely around the frontline rather than laying
landmines. when the sensors recognize the case has been opened, they turn on.

stations are expected to warn at least one to the position of the most important variables
(temperature, strain, amplitude, electromagnetic flux, etc) (e.g., send some text online or even a
satellite). Wastewater industry sensor networks are commonly used in water-based application.
Wiring for facilities and nodes that are not electrically or telemetrically compatible may be tested
using commercial wireless I/0 and battery systems. Vehicle-based sensors allow multiple
sensors to identify the presence of automobiles. In commercial greenhouses, as well as gardens,
sensors can be used to monitor the temperature and humidity levels. If the greenhouse
environment is too cold or wet, they can notify the system administrator via e-mail or a text
message, switch on exhaust fans, activate ventilation, or use various other techniques to raise the
level of the vent system. Many sensor networks are simple to install, so their positioning is not a
problem while the device is in-demand.

There are lots of applications of WSN:

e Process Management: Area monitoring is a very common using WSNSs. In area monitoring,
the WSN is deployed spanning a region where some phenomenon is usually to be monitored. A
military example may be the use of sensors detect enemy intrusion; a civilian example would be
the geo-fencing of gas or oil pipelines. Area monitoring is most important part.

e Healthcare monitoring: The medical applications might be of two sorts: wearable and
implanted. Wearable devices are applied to the body surface of the human or maybe at close
proximity from the user. The implantable medical devices are the ones that are inserted inside
your body. There are numerous other applications too e.g., body position measurement and of the
person, overall monitoring of ill patients in hospitals and also at homes.

e Environmental/Earth sensing: There are numerous applications in monitoring
environmental parameters samples of which are given below. They share any additional
challenges of harsh environments and reduced power supply.

e Polluting of the environment monitoring: Wireless sensor networks have been deployed in
lots of cities (Stockholm, London and Brisbane) to monitor the power of dangerous gases for
citizens. These can leverage the random wireless links instead of wired installations that also
make them more mobile for testing readings in several areas.

e Forest fire detection: A network of Sensor Nodes is usually positioned in a forest to detect
every time a fire has begun. The nodes is usually with sensors to measure temperature, humidity
and gases which are produced by fire within the trees or vegetation. The first detection is
necessary to get a successful action of the fire fighters; As a result of Wireless as Sensor
Networks, the fire brigade are able to know when a fire begins you bet it can be spreading.

e Landslide detection: A landslide detection system uses a wireless sensor network to detect
the slight movements of soil and modifications to various parameters that will occur before or
throughout a landslide. With the data gathered it may be possible to know the appearance of
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landslides before it genuinely happens. Water quality monitoring: Water quality monitoring
involves analyzing water properties in dams, rivers, lakes & oceans, and also underground water
reserves. The application of many wireless distributed sensors enables the creation of a accurate
map on the water status, and allows the permanent deployment of monitoring stations in
locations of difficult access, while not manual data retrieval.

e Natural disaster prevention: Wireless sensor networks can effectively act to avoid the
results of disasters, like floods. Wireless nodes have successfully been deployed in rivers where
changes in the water levels have to be monitored in real time [8].

X. INDUSTRIAL MONITORING

e Personal computer maintenance happens to be a fact of CBM, as sensors will save money
while still giving new features. As it costs a great deal to mount the appropriate number of
sensors, adding more seems to be expensive. trouble spots, formerly out of reach sites, spinning
equipment, and mobility are now approached using wireless sensors.

e Wireless sensor networks are widely used for environmental control because of the
temperature sensor set up in a really nice fridge. Statistical evidence can be used to illustrate the
effectiveness of the programs. Using WSNs rather than traditional loggers allows data to be
received.

e Testing the high standard of surface and underwater water supplies to ensure that the
national economy supports all humans and animals.

e Keeping the water out of the waste might be useful.

e Civil infrastructure and associated geophysical processes may be monitored by wireless
sensor networks utilizing tools that collect real-time data on a wide scale and span significant
time spans using data logging, which are connected to sensors with the required interfaces.

XI. RESEARCH CHALLENGES IN WIRELESS SENSOR NETWORKS

A brief history on the research in SN, but more interesting may be the overview within the
technical challenges and issues is presented, from where we could cite several relevant items:
WSN working in a harsh environment; the ability with the network (leastways the neighbors);
the network control and routing; querying and tasking (should be as simple and intuitive as it can
be); plus security issues (low latency, survivable, low probability of detecting communications,
high reliability) [10].

e Security: Security is often a broadly used term encompassing the characteristics of
authentication, integrity, privacy, non-repudiation, and anti-playback. The greater the
dependency on the info supplied by the networks may be increased, the more potential risk of
secure transmission of information in the networks has increased. To the secure transmission of
numerous kinds of information over networks, several cryptographic, steganography and other
techniques are utilized that happen to be renowned. In this section, we discuss the network
security fundamentals you bet the techniques are meant for wireless sensor networks [11].

e Cryptography: The encryption-decryption techniques devised for your traditional wired
networks usually are not feasible to be employed directly for the wireless networks in particular
for wireless sensor networks. WSNs include things like tiny sensors which really suffer from the
possible lack of processing, memory and battery Applying the security mechanisms for instance
encryption could also increase delay, jitter and packet loss in wireless sensor networks when
applying encryption schemes to WSNs like, what sort of keys are generated or disseminated.
How a keys are managed, revoked, assigned to your new sensor put into the network or renewed
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for ensuring robust to protect the network Adoption of pre-loaded keys or embedded keys could
hardly be an efficient solution [11].

e Steganography: While cryptography aims at hiding necessary of a message, steganography
aims at hiding a good the message. Steganography is the art of covert communication by
embedding a note in to the multimedia data (image, sound, video, etc.). The leading objective of
steganography is to modify the carrier in a fashion that is just not perceptible and hence, it looks
the same as ordinary [11].

e Physical Layer Secure Access: Physical layer secure access in wireless sensor networks
may very well be offered by using frequency hopping. A dynamic mixture of the parameters like
hopping set (available frequencies for hopping), dwell time (interval per hop) and hopping
pattern (the sequence in which the frequencies in the available hopping set is used) could be
combined with a little expense of memory, processing and resources. Important points in
physical layer secure access will be the efficient design in order that the hopping sequence is
modified in less time than is required to discover it and for employing this both sender and
receiver should maintain a synchronized clock. A scheme as proposed in may be utilized which
introduces secure physical layer access employing the singular vectors while using channel
synthesized modulation. Attacks against wireless sensor networks may very well be broadly
considered from two different levels of views. One is the attack from the security mechanisms
and this band are brilliant from the basic mechanisms (like routing mechanisms). Ideas signalize
the most important attacks in wireless sensor networks [11].

e Localization: It is amongst the key techniques in wireless sensor network. The place
estimation method is usually classified into Target / source localization and node self-
localization. In target localization, we mainly introduce the energy-based method. Then we
investigate the node self-localization methods. Considering that the widespread adoption on the
wireless sensor network, the localization methods are wide and varied in several applications.
There are some challenges using some special scenarios. With this paper, we present a wide
survey these challenges: localization in non-line-of-sight, node selection criteria for localization
in energy-constrained network, scheduling the sensor node to optimize the trade-off between
localization performance and energy consumption, cooperative node localization, and
localization algorithm in heterogeneous network. Finally, we introduce the evaluation criteria for
localization in wireless sensor network. The entire process of estimating the unknown node
position inside the network is known as node self-localization. And WSN comprises a large
number of inexpensive nodes which are densely deployed in a very region of interests to measure
certain phenomenon. The leading objective would be to determine the location of the target [12].
Localization is significant travelers have an uncertainty with the exact location of some fixed or
mobile devices. One example has been in the supervision of humidity and temperature in forests
and/or fields, where thousands of sensors are deployed by way of plane, giving the operator
minimal possible ways to influence may location of node. An efficient localization algorithm
might utilize all the free information from the wireless sensor nodes to infer the positioning of
the individual devices. Another application will be the positioning of an mobile robot determined
by received signal strength from your number of radio beacons placed at known locations around
the factory floor. The primary function of an location estimation method to calculate the
geographic coordinates of network nodes with unknown position in the deployment area.
Localization in wireless sensor networks is the process of determining the geographical positions
of sensors. Only a number of the sensors (anchors) inside the networks have prior knowledge
about their geographical positions. Localization algorithms utilize location information of
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anchors and estimates of distances between neighboring nodes to discover the positions in the
rest of the sensors [13].

e Power-Consumption: A wireless sensor node can be a popular solution when it is difficult
or impossible to perform a mains supply towards sensor node. However, because the wireless
sensor node is normally positioned in a hard-to-reach location, changing the battery regularly
will not be free and inconvenient. An essential take into account the introduction of a wireless
sensor node is making sure that there's always adequate energy accessible to power the system
[14]. The facility consumption rate for sensors in the wireless sensor network varies greatly good
protocols the sensors use for communications. The Gossip-Based Sleep Protocol (GSP)
implements routing and many MAC functions in an energy conserving manner. The
effectiveness of GSP has already been demonstrated via simulation. However, no prototype
system has become previously developed. GSP was implemented for the Mica2 platform and
measurements were conducted to discover the improvement in network lifetime. Results for
energy consumption, transmitted and received power, minimum voltage supply necessary for
operation, effect of transmission power on energy consumption, and different methods for
measuring time of a sensor node are presented. The behavior of sensor nodes when they're all
around their end of lifetime is described and analyzed [14].

The implementation of sensors is allowing the aggregation of real-world phenomenon and the
tracking of it at a wider scale, through installing nodes with wireless sensor networks. In this
case, implementation aims to position an active sensor network in the physical universe. It is also
a time-consuming and cumbersome process to deploy since the surrounding world affects the
operation of software in a manner that cannot be tested in advance. Additionally, your sensor
network reflects your real-world needs because it depends on your contact network, exerts a
heavy impact on your sensor nodes because of the presence and ability of connections, and often
puts pressure on sensor performance. ‘‘This knowledge cannot be captured in simulators and test
beds to a degree.” Any deployment challenges don't make for science fiction and are unlikely to
be published in the scientific literature. People can sometimes go to considerable efforts to
conceal or neglect issues that have little to do with their area of interest. It is difficult to
differentiate between desirable and non-desirable and lower-level effects for the various layers or
strata.

XIl. CONCLUSION

Wireless sensor frameworks address an especially intriguing multidisciplinary field of
examination, depicted by innumerable applications. Their essential good position is the ability to
be associated with any field, and in any condition unlike the frameworks that for its application
require liberally tough conditions. Future circumstances "think about the world" or "Web of
things" are as certified circumstances, and there are extraordinary freedoms to achieve in the
accompanying ten years. All makers have moreover demonstrated the extending mechanical
troubles. Sensor frameworks can give later on uncommonly heterogeneous data: pictures, sound,
partition, accelerating, and possibly notice, taste, etc.
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